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AbstrAct
Opening-up sharing has prompted the 

multi-tenancy architecture, whereby different ven-
dors (including outsourcees) work together with 
network operators to form a vibrant service eco-
system, resulting in several advantages as well as 
risks. In particular, the static nature of existing archi-
tectures in network functions virtualization-based 
(NFV-based) clouds facilitate hacking. Thus, much 
attention has been focused on determining how to 
avoid the uncontrollable cloud security induced by 
complex production relations and non-trustworthy 
software/hardware sources when the two sets of 
security risks intersect. In this article, we investigate 
latent persistent threats against cloud environments 
and determine a high degree of complementarity 
and consistency between the NFV-based cloud 
environment and the dynamic defense concept. 
More specifically, new NFV-based cloud features 
provide an effective implementation for dynam-
ic defense, while the generalized robustness of 
dynamic defense theory allows for high security 
gains. Intrinsic cloud security (iCS) is then proposed 
to align NFV-based clouds, mimicking defense and 
the moving target defense (MTD) paradigm to 
implement a seamless integration and symbiosis 
evolution between security and NFV-based clouds. 
We quantify the impact on system overhead to 
account for efficiency and cost issues. The simula-
tion analysis demonstrates that the enhanced mode 
is able to consistently obtain a more beneficial and 
stable defense compared with the counterparts.

IntroductIon
Traditional networks are customized based on 
basic telecommunication services and can be 
characterized as static and closed systems. Under 
diversified service scenarios and business models, 
the static network model is unable to effectively 
deal with the uncertain factors and differences 
in the development of massive mobile Internet 
services. In terms of evolution, networks prior to 
5G can be compared to a track athlete, while the 
5G network is an all-round gymnast, with a more 
favorable openness and stronger innovation capa-
bilities. Facing more complex and volatile require-
ments in the vertical industry, network functions 

virtualization (NFV)-based clouds overcome the 
network static model problem to undoubtedly 
provide significant benefits for the implementa-
tion of network slices due to their cost efficiency 
and dynamic service deployability. This can result 
in a comprehensive cost reduction and an open 
and shared-service ecosystem at the network 
architecture level [1], enabling 5G networks to 
truly have outstanding capabilities.

NFV-based clouds are associated with numer-
ous benefits and several new features that enhance 
the construction of the service ecosystem, such as 
multi-tenancy, openness capabilities, automated 
deployment of third-party applications, and multi-
ple-vendor virtual network function (VNF) provision 
[2]. These features come at the cost of numer-
ous security flaws, whereby the 5G network slice 
becomes vulnerable to security threats. Despite the 
challenges to the existing security protection sys-
tem, the breakthrough of NFV-based clouds in the 
static network model also provides technical sup-
port for the implementation of dynamic proactive 
defense theories, such as moving target defense 
(MTD) [3] and mimic defense [4].

Intrinsic security, an innate type of security 
framework, is an integral component and indivisi-
ble part of a service system, providing a universal 
surface defense rather than a point defense. Key 
security risks associated with NFV Infrastructure 
(NFVI) and security practices are considered as 
important concerns [5], yet intrinsic security issues 
are ignored in the NFVI reference architecture 
defined by the European telecommunications stan-
dards institute (ETSI) [6]. Moreover, the traditional 
“plug-in” and “enhanced” defense concept is a 
fixed passive response mechanism based on prior 
knowledge, viruses, and malicious behaviors. As 
communication systems tend to be enormous and 
open, malicious behavior and virus features includ-
ing unknown threats are difficult or even infea-
sible to be enumerated comprehensively. Thus, 
such passive response mechanisms based on prior 
knowledge have been proved to be inadequate 
in keeping up with the development of attacks. 
Therefore, the judgment criteria for security threats 
have attracted much attention. When consider-
ing the defense mechanism of NFV-based clouds, 
security technologies must adopt a seamless inte-
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gration and symbiosis evolution with the service 
system, and evolve away from traditional defense 
concepts to achieve intrinsic proactive protection.

Based on the NFV-based cloud framework, 
we propose a security defense method based on 
intrinsic cloud security (iCS), a dynamic and het-
erogeneous attack surface model. The proposed 
method can adaptively achieve seamless integra-
tion and the symbiosis evolution between cyber 
security mechanisms and network slice services. 
The key contributions of this article are as follows:
• We systematically classify and review the securi-

ty challenges that pose threats to NFVI, and the 
pivotal characteristics, fitness, and coherence 
of both the Dynamic Heterogeneous Redun-
dancy (DHR) system and NFV-based cloud are 
thoroughly analyzed.

• We propose the iCS framework to align the 
NFV-based cloud with the paradigm of mimic 
defense and MTD under the cost and efficiency 
constraints.

• In response to the lack of security mechanisms 
in the ETSI NFVI reference architecture, the 
intrinsic security features are expanded at the 
architecture level (e.g., the heterogeneous 
dynamic redundancy of the attack surface and 
the automated deployment of key security 
components). 

The rest of this article is organized as follows. In 
the following section, we discuss the principle 
security risks associated with NFVI and highlight 
the potential intrinsic security themes. The iCS 
framework is then proposed. The experimental 
results are then described. The final section con-
cludes the article.

dynAmIc ProActIve defense:  
threAt AnAlysIs, emergIng requIrements,  

And coherence AnAlysIs
Opening-up sharing, a key feature of the NFV-
based cloud system, is cost-effective, agile, 
enhances productivity, and does not require com-

plicated management. Moreover, opening-up 
sharing has lowered the threshold for service 
developers, thus more and more different ven-
dors (including outsourcees) are collaborating 
with network operators to form a vibrant service 
ecosystem [7]. In terms of cyber security, a lower 
threshold can be both a convenience and a risk, 
which consequently increases the vulnerability 
of cyber security. Attackers have an asymmetric 
advantage due to the static nature of traditional 
cyber systems, whereby they are able to sniff a sys-
tem, study its vulnerabilities, and select the most 
appropriate opportunity to maximize the attack 
benefits. Determining how to avoid the uncontrol-
lability of cloud security caused by Devops, COTS 
and non-trustworthy software/hardware sources 
proves to be a complicated task when the two 
sets of security risks (i.e., opening-up sharing and 
the static cyber nature) intersect. Fig. 1 describes 
the potential security risks associated with NFV-
based clouds based on several potential attack 
scenarios. These are discussed in more detail in 
the following.

cAche sIde-chAnnel AttAcks cross vm or contAIner
The enclave and non-enclave share numerous sys-
tem resources, resulting in a very large attack sur-
face for side-channel attacks. Malicious tenants or 
insiders can easily employ the underlying shared 
resources to bypass the logical isolation and 
stealthily steal the private information of other 
co-resident virtual machines.

effIcIencIes of scAle from code reuse AttAcks
The majority of NF components are homoge-
neous in the NF pool with shared properties. 
NF1 in Fig. 1 introduces shared vulnerabilities or 
backdoors, whereby different network slices are 
vulnerable to code reuse attacks, acting as econo-
mies-of-scale incentives to attackers.

lAtent PersIstent threAts AgAInst cloud envIronments
In an open and shared environment, the produc-
tion relations evolve toward diversification and 

FIGURE 1. NFV-based cloud structure and corresponding attack-defense profile.
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complexity. The addition of multi-tenancies and 
outsourcers induces the relationship between net-
work operators and vendors to diverge from the 
“one-to-one” fixed relationship, and the fluid and 
overlapping outsourcing relationship established 
by the network platform is continuously expand-
ing its scale. This results in the imbalance and mis-
match of the security capabilities of the service 
providers. Furthermore, the outsourcee and the 
outsourcer may in fact be competitors in certain 
market segments [8]. Attackers can take advan-
tage of the more convenient conditions to imple-
ment advanced, persistent and effective threats 
and attacks with various methods (e.g., infected 
medium, supply chain, and social engineering). In 
terms of the defender, the defense effectiveness 
often depends on the scale of the prior knowl-
edge on malicious behavior features, and so on. 
Determining the malicious behavior and its occur-
rence in real-time can be a theoretical challenge, 
particularly with the endless emergence of new 
types of attacks and zero-day vulnerabilities [9].

Dynamic defense frameworks have been pro-
posed to provide intelligent countermeasures by 
the implementation of a dynamic cyber nature. 
MTD attempts to build self-defending systems 
via dynamic systems that are harder to sniff and 
predict [10]. Mimic defense theory provides a 
new perspective for solving component-level 
security issues, without reliance on prior knowl-
edge and post-maintenance [4]. More specifically, 
the system itself has the capability of proactive 
defense using the DHR model, while multiple rep-
licas of the heterogeneous functionally equiva-
lent executor are deployed to produce multiple 
outputs. Selection judgments are then made on 
the output results (typically the majority judg-
ment). The dynamic nature creates uncertainty 
on the resources to be potentially exploited by 
the attacker in the spatio-temporal dimension, and 
the attack surface moves irregularly on the macro 

level. According to the attack surface theory, the 
attack accessibility of the victim cannot be guar-
anteed, and thus the attacker’s workload and diffi-
culty are increased [11].

Previous studies have presented an extensive 
range of MTD and mimic defense models, yet their 
implementation is highly coupled with the corre-
sponding service system, and thus a dedicated 
solution is required for each specific service sys-
tem. The security scheme and service system are 
nested together, and coupling and interface com-
patibility issues limit the scope and effectiveness of 
the solution. Moreover, embedding these dedicat-
ed security solutions into the entire service design, 
network topology and network element dynamic 
deployment proves to be difficult. The opening-up 
of network capabilities and the improvement of the 
ecological chain [12] require that X complies with 
the diversification and complexity trends of the 
production relations. Thus new theories and meth-
ods must be determined to effectively relieve the 
contradiction between security and opening-up, 
with advanced progressiveness and controllability 
characteristics.

New NFV-based cloud features, such as dynam-
ic resource scheduling, microservice, and central-
ized control [6], provide guidance for the MTD 
and mimic the defense unified paradigm. Recent 
advances allow for cost efficiency and the effec-
tive deployment of the implementations, as well as 
the seamless integration and symbiosis evolution 
between intrinsic security and the NFV-based cloud 
to achieve proactive defense and high security 
gains. Table 1 reports the fitness and coherence 
analysis of the DHR systems and NFV-based cloud 
environments. The genes of NFV-based clouds are 
highly complementary to the DHR model.

methodology: IntrInsIc securIty for  
nfv-bAsed clouds

Figure 2 presents the iCS system architecture. Vir-
tualization is applied to realize the decoupling 
of the underlying physical device and software. 
The lightweight VNF design results in executors 
of smaller granularity, and thus the normalization 
requirements of the executor input and output 
interfaces in the mimic defense are more easily 
satisfied. These existing features provide a solid 
basis for the dynamic and random DHR sys-
tem, which is typically a source of uncertainty. 
Based on the NFV architecture in the ETSI, the 
iCS foundation maximizes the use of the exist-
ing mechanisms, such as dynamic scheduling 
and orchestration management, to maximize the 
dynamicity and randomness. This can effectively 
reduce the increased costs induced by the DHR 
security gain. Moreover, due to the improved 
interface compatibility, the iCS can be applied to 
a wider range of fields rather than a specific ded-
icated system, and exhibits a high development 
and runtime efficiency. The security controller is 
primarily responsible for the creation, manage-
ment, and distribution of the unified security poli-
cies. The mutations of attack surface, showing its 
changes in network environment, topology, NFVI, 
and so on, are achieved through enhancing the 
use of the dynamic and redundant characteristics 
in the NFV-based cloud.

TABLE 1. Fitness and coherence analysis of DHR systems and NFV-based cloud 
environments.

NFV-based cloud DHR System

Challenge Security Gain

Blurred boundary, invalid boundary isolation Intrinsic security, increase uncertainty

Open source and 3rd software, internal threats Component-level, architecture-level security

Infrastructure homogenization, broader spread of vulnerabilities Component diversity, smaller attack surface

Multi-tenancies, outsourcers, DevOps Generalized robustness, dynamic empowerment

Feature Benefit for implementation

Automatic deployment Flexible and diverse changes

Resilient scalability Dynamic, random, no software update blackout

Componentization, microservice Normalized input/output interface, dynamic

Service chaining, orchestration Dynamic, random, improved interface compatibility 

CTOS-based Diverseness, lower cost

Heterogeneous resource pools Heterogeneous redundancy

Centralized control, global view Dynamic, random
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constructIon, evAluAtIon, And dePloyment of  
heterogeneous rePlIcAs

Software diversification can effectively break the 
attack chain dependence pattern and is able to 
deal with common attacks and cracks. The iCS 
framework is compatible with numerous diver-
sification techniques. As the preferred building 
tool for executor variants in the iCS basic mode, 
the compiler has the advantages of convenient 
deployment, low cost, and universality. It can 
effectively generate redundant versions and 
diverse executor variants, and the resulting uncer-
tainty import factors are inherited by different 
components.

The evaluation mechanism is performed based 
on maliciousness and differentiation. The differenti-
ation evaluation involves the weighting of the het-
erogeneity degree between replicas by the entropy 
value method. Heterogeneous deployment is then 
adopted as a minimax problem, whereby the opti-
mization goal is to maximize the degree of het-
erogeneity between replicas. This is followed by 
the implementation of an immune algorithm to 
quickly solve the optimal deployment solution. For 
the maliciousness evaluation, in the mimic decision 
point (MDP) multimodal judgment link, the dys-
functional replicas with output results distinct to the 
majority of replicas are shuffled and transferred out 
of the executor set to be cleaned. The malicious 
behavior of replicas is collected and compared 
with the malicious score information in the knowl-
edge graph database, and the normalized score 
result will be assigned to the maliciousness attribute 
of a replica. A replica with a maliciousness attribute 
score exceeding an arbitrary empirical threshold 
will be shuffled and subsequently cleaned.

When the system is initialized, the set of the 
redundant replica is pre-installed in the software 
warehouse. These replicas are used to meet the 
requirements of the heterogeneity characteristics in 
the DHR system. With the orchestration and man-
agement mechanism defined in ETSI, the heteroge-
neous versions are selected randomly or according 

to a preset policy, and are then instantiated and 
deployed on the infrastructure. The redundancy is 
induced by three factors: 
• The 1+1 or N+M backup mechanism of the ser-

vice system for high reliability
• The number of heterogeneous versions of the 

same component
• The resource number of the virtualized infra-

structures. 
Through the heterogeneous resource pool man-
agement of the iCS system, the redundancy rate 
can be flexibly set according to security level and 
cost constraints.

dynAmIc schedulIng And orchestrAtIon mAnAgement
If the attack surfaces of a target system exhibit 
random changes, maintaining the effectiveness of 
an attack chain (e.g., information acquired by the 
attacker, the resources controlled by the attacker, 
and previously effective attack schemes) following 
the next scheduling can be difficult. Enhancing 
the use of the dynamic and redundant character-
istics in the NFV-based cloud can obtain the same 
effect of the DHR atypical construction. This can 
consequently increase the attacker’s cognitive dif-
ficulty on the target object. Irregular VNF schedul-
ing and task migration will disrupt the reachability 
of an attack chain, while virtualized and dynamic 
resource allocation mechanisms can disrupt the 
stability of an attack chain. This can be effective, 
both economically and technically, in alleviating 
the current and future cloud trends and security 
credibility contradictions. The intrinsic uncertainty 
factor is reflected in the following four aspects:

NFV Service Chaining Orchestration and 
Management: The service chain is an ordered set 
of VNFs. Tenant traffic passes through multiple 
VNF components in turn according to a specified 
policy. When a service chain model is established 
by NFV orchestration (NVFO), the VNFs that are 
able to be flexibly scheduled are marked in the 
security policy template, which includes several 
threshold parameters and corresponding security 
policy control actions (e.g., schedule opportunities, 

FIGURE 2. iCS system architecture: intrinsic security for NFV-based clouds.
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reconfiguration timing, and the algorithm selected 
for the heterogeneous executors). The threshold 
parameters are measured and analyzed via the big 
data analysis module. The high scalability ensures 
the capability of the VNFs flexible deployment and 
rapid adjustment, with the ability to economically 
schedule heterogeneous executors. The service 
chaining running mechanism can constitute a con-
siderable dynamic space to reduce the reliability of 
exploiting vulnerabilities and backdoor attacks.

Dynamic Management of the Cloud Resource 
Pool: NFVI achieves the unified management and 
global monitoring of computing, storage, and net-
work resources. Physically distributed resources are 
constructed into a logically unified cloud resource 
pool. The resource orchestration allocates resourc-
es for the tenants or the application on demand 
according to a certain orchestration algorithm, and 
aggregates the resources to form a certain network 
topology relationship. This allows for the purpose 
of automatic deployment to be achieved. The 
resource orchestration not only serves the service 
function requirements, but also acts as the execu-
tion unit that implements dynamic requirements 
in DHR.

Resilient Scaling and Service Migration: In 
the NFV-based cloud framework, the service pro-
cessing unit can flexibly scale in and out, and the 
traffic is automatically migrated at the minute level. 
Therefore, the dynamic matching of resources and 
service load is realized. This not only improves the 
resource utilization efficiency, but also ensures the 
response speed required by the DHR system. The 
service processing units built on the basis of equiv-
alence heterogeneity (i.e., the NFVI and VNF com-
ponents) constitute the multiple heterogeneous 
elements in the spatial dimension. Furthermore, 
each processing flow of the resilient scaling and 
the service migration constitutes dynamical ele-
ments in the time dimension. This results in an 
irregular system’s attack surface. The interface 
between the DHR Foundation and the manage-
ment and orchestration (MANO) unit is used to 
deploy the security policy, while the resilient scal-
ing and service migration are performed accord-
ing to the security policy. Note that the security 
policy management within the DHR Foundation is 
hierarchical. The resilient scaling policy can be at 

the network element, network service, or network 
slice levels. This mechanism is also used to clean 
unhealthy service processing units and deal with 
the software update “blackout” without service 
interruption.

Communication Based-Dynamic Transla-
tion Mechanism: The Software Defined Network 
(SDN)-C has a global network topology and a 
packet forwarding table. The parameter translation 
unit is superimposed in the SDN-C, and the global 
dynamic adjustment to the network topology and 
traffic path can be implemented as required. Under 
the unified scheduling of SDN-C, the session 
traffic is sent to an address translation gateway. 
The machine learning algorithms are trained on 
historical attack data and implemented to identify 
the potential malicious connections and potential 
attack destinations. The network topology is hid-
den from attackers and is employed to trap them 
into decoy nodes via strategic and holistic network 
topology mutations based on the adversary charac-
teristics. This can effectively disrupt the adversarial 
network reconnaissance [13].

lIfecycle mAnAgement And  
AutomAtIc dePloyment of the sdA/mdPs And rePlIcAs

Although the features of component diversifica-
tion, dynamicity, and randomness in the basic 
mode increase difficulties in exploiting software 
vulnerabilities, threats are not completely elimi-
nated. It is thus necessary to introduce multimode 
judgment to generate a more reliable output 
compared to a single executor. This is denoted 
as the enhanced mode. Multimode judgment 
can partially solve the judging criteria issue for 
unknown malicious behavior. Thus, the service 
dispatch agent (SDA) and MDP are implement-
ed in the service processing flow. In addition 
to meeting the requirements of the service sys-
tem, the extended functions are implemented 
with the existing cloud foundation, including the 
SDA/MDPs and replicas lifecycle management, 
automated deployment, logic relationship man-
agement with components, and resource reser-
vation strategies. A single MDP does not apply 
to all service components due to the lack of a 
normalizable input/output interface. Hence, the 
differences in the component attributes need to 
be accounted for in the cloud foundation service. 
They can be deployed incrementally based on 
the security level needs. The MDP realizes the 
function abnormality feature through multimode 
judgment at the bit-, load-, behavior-, or even 
content-level. It then triggers negative-feedback 
control and the dysfunctional replica is cleaned. 
Figure 3 presents the subscription and publication 
mechanism of the SDA/MDPs and replicas.

Ics system chArActerIstIcs
The infrastructure of NFV-based clouds is highly 
homogenized with abundant redundant resourc-
es, which provides a natural material basis for 
the introduction of dynamic defense genes such 
as dynamicity, heterogeneity, redundancy, ran-
domness, and diversity. In addition, the gener-
al mechanisms, including resilient resource pool 
and orchestration scheduling, can effectively cope  
with the system complexity and cost overhead 
caused by the DHR. The iCS system exhibits the 
following characteristics:

FIGURE 3. Subscription and publication mechanisms of the SDA/MDPs and 
replicas.
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• In terms of security performance, the attack 
surface mutations are manageable according 
to the security policy of the security control-
ler, and service continuity is maintained while 
performing proactive defense. Thus, the attack 
surface mutations are sustainable. The structur-
al gains, such as the open and compatible gen-
eration method of heterogeneous components, 
hierarchical VNF maliciousness/differentiation 
evaluation, and learning-enhanced strategy 
optimization, enable the heterogeneous char-
acteristics to be continuously optimized accord-
ing to changes in the attack situation. The 
attack surface mutations are both rapid and 
diverse. The mutations in the network topology 
and service chain can be implemented at the 
minute level. Furthermore, the mutation diversi-
ty not only considers the mutation modes, but 
also the diversity of the attack surface parame-
ter range.

• The deployment of the basic mode does not 
significantly increase the system cost of the 
NFV-based cloud. The enhanced mode obtains 
an improved security gain, and the cost is pos-
itively related to the protection range of the 
mimic domain and the number of components. 
In addition, the plug-in incremental deployment 
can be performed based on the security level.

• In terms of efficiency, intrinsic security fully 
exploits the potential of existing NFV-based 
clouds. The attributes are enlarged for the basic 
mode requirements (e.g., service orchestration 
automation, network scheduling flexibility, and 
network resource allocation scalability). These 
attributes consequently become a part of the 
typical mimic defense construction to enable 
the automatic generation, automatic deploy-
ment, and dynamic scheduling of key units.

sImulAtIon AnAlysIs
ImPAct on the system overheAd

In this subsection, we investigate the impact 
of various iCS mechanisms on the computing 
resource overhead under specific traffic loads, as 
it constitutes the most important metric for NFV 
resource overhead. 5G core (5GC) network, a 
typical cloud native commercial system, is adopt-
ed to implement the experiment. Specifically, 
five tests are conducted. First, the computation 
resource overhead of the 5GC network without 
any iCS scheme is evaluated, which is deemed as 
the comparison baseline, as illustrated by curve 
1 in Fig. 4. Second, we evaluate the system over-
head in the iCS basic mode, under which four 
aforementioned scheduling strategies are adopt-
ed and the mutation period is set to 1 hour, as 
illustrated by curve 2. We can observe that the 
iCS basic mode induce quite slightly (less than 5 
percent) incremental computation resource over-
head compared with the 5GC baseline, and such 
overhead increment is mainly from the foundation 
and operation of the DHR system and hypervi-
sor. Apparently, the iCS basic mode exerts rath-
er limited impact on the overall cost of the 5GC 
network, showing its outstanding potential on 
increasing the security gains while simultaneously 
satisfying the system cost and implementation effi-
ciency requirements in real-world exploits.

The performance of the iCS enhanced mode 

under various configurations is illustrated by curve 
3, curve 4 and curve 5 in Fig. 4, respectively. Spe-
cifically, curve 3 depicts the computation resource 
overhead under the iCS enhanced mode with one 
replica, wherein the incremental overhead com-
pared with the baseline is mainly induced by the 
DHR and SDA/MDP functional entities. Curve 
4 and curve 5 illustrate the overhead under iCS 
enhanced mode with two and three replicas, 
respectively. From curves 3-5, we can observe that 
the incremental cost shows a near linear relation-
ship with the number of replicas, since the over-
head is mainly generated by a network element on 
the forwarding plane (e.g., the UPF), whereas the 
proportion of overhead from the VNF on the con-
trol plane is rather limited. Therefore, restrictions of 
the VNF replicas on the control plane are not that 
important, but on the forwarding plane, the num-
ber of VNF replicas should be designed reasonably 
according to changes in the attack situation.

ImPAct on the ProbAbIlIty of comPromIse
The testbed adopts a latent serial attack model. 
Due to the fault tolerance of the cloud system, 
when an executor is compromised, the attack-
er does not immediately destroy it but continues 
to infect and attack other executors one by one, 
until a complete system breakthrough occurs. 
Because of the high capability requirements and 
high resource input of parallel attacks, only latent 
serial attacks are discussed here. It is assumed that 
the protected system does adopt other security 
measures additional to the set defense mecha-
nism, such as intrusion detection, firewall, and so 
on. The attack process assumes that the attacker 
masters one or more available vulnerabilities and 
has experience with one or more threats to take 
advantage of the known vulnerabilities. Moreover, 
the meantime-to-compromise and shuffling peri-
ods are set to 4 days and 20 days, respectively. 
Curve 1 in Fig. 5 depicts the average proportion 
of executors being compromised (i.e., average 
attack risk) with time. Note that in the experiment 
settings, the 20 days’ period is divided into 80 
time slots, and within each time slot, the proba-

FIGURE 4. System overhead comparison between iCS and 5GC. 
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bility of compromise (attack risk) follows Beta dis-
tribution [14]. For the enhanced mode with 2f+1 
heterogeneous executors, the attacker must break 
f+1 executors during the life cycle of the executor 
for a successful attack. The service chain consists 
of five components, simulating a system attack 
by an expert attacker. Curve 2 demonstrates the 
probability of compromise in the static network 
model, which is adopted as a baseline for the 
security gains comparisons. Curves 3, 4, and 5 
compare the probability of compromise in the 
basic mode with 5, 7, and 9 executors, respective-
ly. The security gains of the system are observed 
to increase with the number of heterogeneous 
executors. Hence, managers should select het-
erogeneous system configurations based on the 
security level requirements. Curve 6 depicts the 
probability of compromise in the enhanced mode. 
The enhanced mode exhibits even higher security 
gains, with a probability of compromise close to 
0, which is consistent with the expectation.

conclusIon
Opening-up and sharing ecological environments 
can benefit significantly from the incorporation 
of intrinsic security requirements in the NFVI 
security mechanism of ETSI [15]. The generalized 
robustness of dynamic defense theory provides 
a new strategy for solving component-level and 
system-level security issues in NFV-based clouds. 
Following the introduction of the NFV/SDN tech-
nology, the communication network with an NFV-
based cloud as the core infrastructure realizes 
service orchestration automation, network sched-
uling flexibility, and network resource allocation 
scalability. We determine a high degree of com-
plementarity and consistency, and these new fea-
tures provide an effective means for implementing 
these theories.

The iCS framework fuses the MTD concept 
and mimic defense theory within the NFV-based 
cloud framework and subsequently implements 
the seamless integration and symbiosis evolution 
between security and services to achieve proac-
tive protection against internal and external threats. 

In the basic mode, an iCS framework obtains the 
security gain of a typical MTD architecture by 
default, as well as outstanding cost advantages. 
However, in the enhanced mode, it exhibits cost 
rigidity due to the more customized development. 
The iCS system provides a common support plat-
form for the management and automatic deploy-
ment of the replicas and SDA/MDPs. Based on 
this, the incremental development for each com-
ponent is performed under the corresponding cost 
and efficiency constraints to achieve the security 
gain of typical mimic defense construction. The 
results reveal the iCS framework to be suitable for 
high security and cost-insensitive scenarios such as 
the beyond 5G network, 5G vertical industry, and 
so on.
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